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Abstract— The need for robust cryptographic systems is emphasized by the increasing cybersecurity threats. Efficiency and security in
communication are guaranteed with a practical implementation of Elliptic Curve Cryptography (ECC) using FourQ curve. This system
will allow two parties to communicate securely over the internet using ECC. Key generation is performed using FourQ, AES is used as
the encryption and decryption algorithm, while Diffie-Hellman Key Exchange algorithm is applied. The ECC-FourQ implementation
has been evaluated by the paper to showcase its usage in real world scenarios, highlighting its effectiveness, efficiency and high security.
The research seeks to improve knowledge on ECC using FourQ and its application in securing communication channels. Cyber threats
can be effectively addressed through this system’s efficiency and security levels that have been demonstrated here.

Index Terms: Diffie-Hellman Key Exchange, Elliptic Curve Cryptography (ECC), FourQ curve, Secure Communication

Performance Evaluation.

I. INTRODUCTION

Nothing in this digital age is as important as the need for
secure communication. The way cryptography has evolved
over the ages is remarkable, from Caesar Cipher to up-to-date
models of AES and Public Key Cryptosystem illustrate the
fight against insecurity to protect vital information. It is
through  cryptography  (Fig. [1]) that  military
communications, financial transactions, personal data and
other uses have confidence and integrity.
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Compared to traditional systems, Elliptic Curve
Cryptography (ECC) represents a major advance in
cryptography offering greater security with smaller key sizes.
ECC employs elliptic curves over finite fields’ algebraic
structures for efficient cryptographic operations while
maintaining their security. One interesting feature of ECC is
FourQ curve which is distinguished by its performance and
security properties.

The second most important aspect of modern-day
cryptography is AES which enables secure and quick
symmetric key encryption. AES frequently comes into use in
applications such as secure messaging or encrypting data.

The Diffie-Hellman key exchange algorithm performs a
crucial function in creating secure communication channels

over unsecured networks. It allows two bodies to decide on a
common secret key in the absence of prior communication,
thereby ensuring privacy.[1][6][7]

Furthermore, Secure Hash Algorithm (SHA)-256 provides
hashing and data integrity services. It produces a fixed-sized
hash value that is unique for each input data which can be
used to verify if transmitted messages have been tampered
with.

In this digital era where online communication is
prevalent, cryptographic technologies must be implemented
into chat applications to enhance security and privacy. This
research paper titled “Implementing FourQ Elliptic Curve
Cryptography for Secure Chats” explores practical
implementation of ECC with FourQ, AES, Diffie-Hellman
and SHA-256 on chat application. Its aim is to show how
these methods can improve security and privacy by focusing
on their role in enhancing online communications. [1] [2] [6]
[7]

For the elliptic curve (Fig [2]) FourQ which is a specific
version of Q-curves based on recent designs, it has an
endomorphism ¢ that can be calculated with ease
accompanied by low degree. Also, the researchers created a
library for ECC that functions within E(Fp~2) [N], which is
focused on 128-bit security level curves in other words, it
uses prime N = 246 bit.[2]

FourQ and its library have several advantages over
existing curves and implementations. The use of FourQ
allows scalar multiplications to be performed much more
efficiently than all known software implementations of
curve-based cryptographic primitives due to the existence of
endomorphisms y and ¢. Being easily implemented correctly
used in cryptographic protocols for various purposes
supporting fast fixed-base and variable-base scalar
multiplications for the ephemeral Diffie-Hellman key
exchange and Schnorr-like digital signatures.[2]
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Fig 2. Elliptic Curve

In line with our study, we carried out an extensive
performance analysis on scalar multiplication operations on
FourQ elliptic curve with an aim to determine the
performance advantage over other implementations running
on ARM Cortex-A processors. It is found that for variable
base scalar multiplication on Cortex-A8 requires 235000
cycles and 132000 cycles for Cortex-Al5. These outcomes
are higher than those of the top performing genus 2 Kummer
and Curve25519 designs by a factor between 1.3 - 1.7 times
and between 2.1 - 2.4 times in the same platforms
respectively. Moreover, our approach achieves a speedup
factor of more than four times and five point five times
compared to NIST standard curve K283. [4]

The paper discusses benchmark results for a vectorized
FourQ implementation. It specifically looks at the efficiency
improvements  achieved through fixed-base scalar
multiplications with minimal precomputations. Please note
that this result indicates that FourQ can be used in signature
verification for most target platforms such as those requiring
less than 15% incremental cost beyond single variable-base
scalar multiplications as one double-scalar multiplication.[4]

TABLE 1. Performance results (in terms of thousands of
cycles) of core scalar multiplication operations on FourQ
with protection against timing and cache attacks on various
ARM Cortex-A processors with NEON support.[4]

Scalar Cortex-A7 Cortex- | Cortex- | Cortex
Multiplication A8 A9 -Al5
[k]P, variable 373 235 | 256 | 132

base
[K]P, fixed base 204 144 145 84
[KIP +[11Q 431 269 290 155
1. RELATED WORKS

A. The cryptographic security of FourQ

The FourQ curve is considered cryptographically secure
due to its resistance to attacks, including ECDLP in E(Fp2)

[N). Its security relies on its design considerations and
properties, including  Pollard's Rho  Algorithm,
endomorphisms, and complexity comparison. The ECDLP
on FourQ is similar to other curves in speed-record literature.
The curve's security and field choice are largely due to its
field speeds at 128-bit level and four-dimensional scalar
decompositions. The curve's low discriminant and rational
2-torsion make it a suitable choice for discrete logarithm
problems. [2]

B. FourQ on Embedded Devices with Strong
Countermeasures Against Side-Channel Attacks

The study demonstrates the very first realizations of FourQ
elliptic curve based on microcontrollers with a high level of
performance ever, which is the best in comparison with other
curves for curve-based scalar multiplication, Diffie-Hellman
key exchange and digital signatures. The Elliptic Curve
Diffie Hellman key exchange computations take less than
one second for an 8MHz clocked AVR microcontroller at the
128-bit security level. SchnarrQ signings are also discussed
in this paper were signing computations are more than two
times faster than those of puKummer, previously the quickest
and almost four times as fast as fastest Ed25519
implementation known. The paper further makes suggestions
about protection from various side-channel attacks by giving
secure algorithms.[3]

111. METHODOLOGY ADOPTED

A. Authentication

Our approach begins with ensuring that the people who
access secure chat application are genuine. This is done using
Advanced Encryption Standard (AES) in conjunction with
SHA-256 hashing algorithm. In this case, AES is used to
encrypt credentials such as passwords and usernames of users
so that they can be securely transmitted via a
network.SHA-256 then hashes these credentials generating
fixed size output which can be used to uniquely identify a
user. This hash would be compared with the hash stored in
the database, which contains hashes of authorized users.
Using this combination of cryptographic techniques, we
create a reliable and secure process for verifying the identities
of users before allowing them into the chat application. The
authentication flow is show in Fig. 3. [8]
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Fig 3. Authentication Process

B. Generating Shared Keys

As soon as authentication is completed and clients are
ready to chat with others who are online, we will begin with
shared key generation using Diffie-Hellman with FourQ
ECC. The second phase of our approach involves generating
shared keys for secure communication between users. We
utilize Diffie-Hellman key exchange algorithm to generate a
shared secret key which enable two parties to communicate
secretly even on an insecure channel. Our implementation
employs elliptic curve cryptography (ECC) library FourQ
which generates public and private keys that are needed for
Diffie-Hellman algorithm. This method guarantees that the
shared keys can be created efficiently and maintained secure
against any eavesdropping or interception attempts. Through
combining FourQ ECC with Diffie-Hellman, we create a
strong framework to securely send messages within the chat
application. The Key generation is shown in Fig. 4.[6][7][8]
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Fig 4. Generating shared key using Diffie-hellman

C. Encrypting and Decrypting Messages using Shared
Key

Subsequent to the authentication phase, wherein users are
verified and granted access, the communication process
advances to the encryption and decryption stage. In this phase
of secure message exchange between authenticated users,
unique shared keys serve as a basis for it. Before sending,
messages are encrypted by employing the strong AES-256
encryption algorithm. The recipient’s designated shared key
is used in this encryption process thereby ensuring that
messages remain private and resistant to unauthorized access
through network during transmission. Using their
corresponding shared keys, on receiving; the receiver can
decrypt a message back into its original form for
understanding purposes. This iterative process of encryption
and decryption using shared keys enhances confidentiality
and integrity of all conversations within chat sessions thus
meeting tight security requirements for protection sensitive
data. The Encrypting and Decrypting Messages using Shared
Key is shown in Fig. 5.[7] [8]
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The project focusing on the implementation of FourQ
Elliptic Curve Cryptography (ECC) for secure chat
applications has produced compelling results, showcasing
ECC's practicality in enhancing communication security.
Through the integration of ECC, the project achieved robust
P user authentication, ensuring that only authorized users could

access the chat system. By utilizing AES and SHA-256 for

authentication, a secure foundation for communication was

1 established. The project's implementation of the

Diffie-Hellman algorithm for key exchange further fortified

security, facilitating the secure generation of shared keys
between communicating parties.

Sent 1o the recioient Furthermore, the project effectively employed the FourQ

over the network elliptic curve for message encryption, guaranteeing the

1 confidentiality and integrity of the exchanged data. This

i . l P ] implementation underscored the efficiency and efficacy of

ied Message Shared Key

| ‘ IV. RESULTS
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FourQ ECC in securing chat communications. The project's
outcomes not only validate the practical application of ECC
but also highlight its potential to enhance the security of
various communication systems. In essence, the project's
AES 256 » success offers valuable insights into the practical
Dectypon implementation of ECC, paving the way for further

advancements in secure communication technologies.

V. FUTURE ASPECTS

Performance Optimization: Optimize the implementation
further to decrease computational overhead and enhance

Fig 5. Encrypting and Decrypting Messages using Shared efficiency to be able to support resource-constrained devices

Sendar's
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Key like 10T ones. Quantum computing could even speed up
» cryptographic operations hence a much faster performance of
60 Backend loT devices.[5]

Enhanced Security Features: New security features may
include post-quantum cryptography algorithms that can
Encryption e \ ; .

W Authendcate | | Queny protect the chat app on loT against emerging quantum
ey s 4 > NongodB attacks.[5][9]

User Experience Improvements: In order to allow for
faster processing and responsiveness, speak about making the
, user experience better on loT by including features like

' | message delivery notifications, typing indicators, and

: M [ message timestamps through which communication is

TP Request |y e Clens allowed through quantum computing.[9][10]

Lo N :mc Cross-Platform Compatibility: To make it usable and

‘WD SOES ——  pryes et popular among different devices (including those of loT

platforms), the application should work with most of them in
i various operating systems.[5]
| B Integration with Existing Systems: Allow for the
‘ integration of this secure chat app to be done with present
Centn e essie (ei‘n messaging platforms or through enterprise systems that
Passhb " J‘Wﬂ@e”‘fm utilize quantum computing features to enhance the security
0soN WQ and efficiency of loT gadgets.
i ECC) Scalability: This scalability design is one that makes use of
quantum computing technology to do parallel processing
hence making the application more scalable on 10T devices.
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Fig 6. Architecture Diagram
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Compliance and Regulations: Ensure that the application
also adheres to other laws or regulations on data protection
including those regarding loT devices on quantum safe
cryptography.

Research and Development: The Application should be
frequently updated with the latest advancements in quantum
computing and quantum safe cryptography for 10T devices,
thus we need to keep track of recent trends continuously.

User Education and Awareness: Users utilizing these
devices can benefit from being informed about what quantum
computers mean, therefore providing them knowledge-based
resources to understand it.[9]

Continuous improvement and refinement: Gather feedback
from wusers and stakeholders to pinpoint areas for
enhancement and iterate on the application. This process
includes addressing any issues or considerations related to
quantum computing and loT devices.[8][9][10]

VI. CONCLUSION

To sum up, the adoption of this technology in
communication protocols of chat applications is a great
advancement in enhancing privacy and security. This
research method encompassed user authentication through
AES and SHA-256 algorithms, shared key creation using
Diffie-Hellman algorithm and message encryption /
decryption by means of AES-256. Future improvements
should focus on optimization of performance, strengthening
security features and ensuring compatibility with new
systems like quantum computers. We must steadfastly follow
this path to improve secure chat application, as they are the
leading companies in providing secure communication
mediums. In our ever-increasing digital-and-globalized
world, this progressive move is vital for meeting evolving
demands made by users.
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